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Anomaly detection in time series data is a complex data mining issue with
many useful, real-world applications. Anomalies in datasets represent
deviations in the expected behaviour of a system and can indicate rare but
significant events that require intervention. Market manipulation is a serious
issue in financial jurisdictions worldwide, with financial regulators such as the
SEC constantly trying to prevent it and prosecute those guilty of it. This
paper makes use of state-of-the-art deep learning techniques as well as more
classical statistical techniques in order to detect anomalies in five real-world
datasets. The predictions of these models are then aggregated in two different
ensemble models. The results of the individual models as well as the ensemble
models, are evaluated, and F1-Score measures performance. Nine individual
models, consisting of three models based on LSTM with Dynamic
Thresholding, three ARIMA models and three Exponential Smoothing
models, were used to generate predictions of anomalies based on daily trading
volumes. The individual predictions of these models were then aggregated,
with two different ensemble methods being used, namely the majority voting
ensemble method and the ensemble averaging aggregation method. While
both performed well, the majority voting ensemble method was seen to be
the superior method in this study, with an average FlScore of 0.494,
compared to an FlScore of 0.414 for the ensemble averaging aggregation
method.
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1. INTRODUCTION

Anomaly detection is a commonly practised task
within the data mining and machine learning fields due
to its applicability to many applications. An anomaly can
be defined as "an observation that deviates so significantly
from other observations as to arouse suspicion that it was
generated by a different mechanism" [1]. Depending on
the context, this observation could signal several rare
occurrences, such as manufacturing  defects  [2],
impending criminal activity [3] or gambling fraud [4]. In
many fields, the early identification of these anomalies is
vital as it allows for intervention which can mitigate the
ill effects arising from these anomalous conditions.

Anomalies can generally be placed into one of three
categories: Point anomalies, Collective anomalies and
Contextual Anomalies. Point anomalies refer to data
points considered abnormal when viewed against all other
data points in a dataset. Collective anomalies are groups
of data points considered abnormal when viewed against
the whole dataset, even if the individual points are not
abnormal. Contextual anomalies are data points
considered abnormal when viewed against nearby or
neighbouring data points. However, they may not be
abnormal when viewed against the entire dataset [5].

One increasingly studied application of anomaly
detection systems is identifying market manipulation o
fraud within financial trading systems such as stock
markets. A stock market is a place where participants can
engage in the trading of stocks (equity) and otherfinancial
instruments of publicly listed companie§ [6].4Trade
regulations exist in most countries, which are\désigned to
maintain fairness between buyers and ‘sellers ‘and-efisure
the efficiency of the market. However, some bad actors
will breach these regulagdons and aim to mfanipulate stock
prices (increase or decreasefyfor personal gains. In 1934,
the United States Congtess formed the Securities and
Exchange Commigsion (SEC) “partly to combat and
eliminate stock market manipuldeion. While stock market
manipulation has deereased, it remains a severe issue in
the Over-The2€ounter (O TC) market within the United
States and\othet finangial jurisdictions [7]. The SEC (U.S.
Securities\and Exchange Commission) defines market
manipulation as "Intentional or wilful conduct designed
to deceive or'defraud investors by controlling or artificially
affecting the price of securities, or the intentional
interference with the free forces of supply and demand"
[8]. Due to the vast number of daily trades (-30,000,000
in NASDAQ), it is not feasible for humans to manually
search for and detect anomalous patterns in stock market
data, which could indicate market manipulation. For this
reason, some attempts have been made to implement
machine-learning  approaches capable of quickly
identifying and flagging anomalies in stock market data.

In recent years, advancements in machine learning have
enabled researchers to apply deep learning approaches to
financial data with the goal of identifying anomalies. The
term' deep learning' refers to approaches based on
artificial neural network architectures that have been
applied to a wide variety of domains such as automated
vehicles [9], language processing [10] and medical
research [11]. This paper aims to use an ensemble method
combining deep learning and more classical statistical
approaches to identify anomalies in five real-world data
sets which point to stock market manipulacion. The
approaches will be unsupervised, meaning anomalies will
not be labelled to mirror real-world | conditions) most
accurately. This study leverages agpopular deep learning
method known as Long Short*TermaVemory (LSTM)
with Dynamic Thresholding, astwell as the statistical
methods Autoregressivé  IntegratedpgMoving Average
(ARIMA) and Exponentidl” Smoothing to identify
anomalies in the given datasets. The proposed framework
then combifes the predictions of the individual models
withdtwo different methods trialled to produce a better
anomaly detéction system.

2. RELATED WORKS

In recent years, anomaly detection approaches
involving deep learning have enjoyed increased attention
due to their high-performance levels across several
domains. Chalapathy et al. [12] presented a structured
and comprehensive overview of deep learning-based
anomaly detection research methods. This review includes
anomaly detection based on time series data and images
for applications ranging from fraud detection to medical
anomaly detection. Chandola et al. [13] provided a similar
review of anomaly detection techniques, including reviews
of both parametric and nonparametric statistical
techniques, as well as simple machine learning models
such as k-nearest neighbours. Whilst both studies are
comprehensive in their techniques, no comparison is
made between techniques to gauge relative performance.
Goldstein and Uchida [14] provided an analysis and
comparison of 19 different unsupervised anomaly
detection algorithms tested on ten different multivariate
datasets from multiple application domains. The
statistical method Histogram-Based Outlier Score
(HBOS), as well as K-Nearest Neighbour and Local
Oudier Factor, were found to be the algorithms which
performed best, with HBOS noted as being particularly

useful for large datasets due to its low computational cost.

Some papers have also focused more specifically on
anomaly detection of stock market data. Islam et al. [15]
proposed the ANOMALQUS algorithm, which analysed
historical stock market data detailing the daily volume
traded of the stocks related to a group of companies.
These companies were chosen as they were involved in

ISSN 2722-9645

Quinn et al. - Applied Research and Smart Technology (ARSTech) Vol. 4 No. 2 (2023)

54



legal cases relating to insider trading (the practice of
purchasing or selling a publicly waded company's
securities while possessing material information that is not
public) [16]. The ANOMALOUS algorithm utilised a
Long Short-Term Memory Recurrent Neural Network
(LSTM RNN) to predict stock transaction volume, then
compared these predictions with the real-world data and
used these comparisons to declare whether or not a point
was anomalous. The algorithm showed success in
identifying the periods where training volumes were
deemed to be anomalous. Still, comparison to other state-
of-the-art work was impossible as this was the first paper
to detect illegal insider trading from real-world legal cases

specifically.

LSTM:s have become increasingly popular within all
fields of anomaly detection. Leangarun et al. [17] also
focused on detecting instances of stock market
manipulation, developing an unsupervised approach
using Long Short-Term Memory Generative Adversarial
Networks (LSTM-GANSs). LSTM was a base structure of
GANSs, which learned normal market behaviours. Once
trained, the discriminator network of the GAN was used
as a detector to differentiate between normal and
anomalous trading patterns. Unlike the previously
discussed study, this model was trained on normal data,
with simulated cases of market manipulation used, for
testing. 68.1% accuracy was achieved on the unseen
testing data, in which the focus was the detection off
"pump-and-dump" (a manipulative scheme that attempts
to boost the price of a stock or security through fake
recommendations) schemes [18].

This paper will make use of a meghod pfoposed by
Hundman et al. [19], which was_designed “tofdetect
anomalies in spacecraft monitorifig systems."LSTMs were
used to predict the spdeecraft's telemetry; \after which a
novel dynamic thresholdingapproach was'used to identify
anomalous points. This. method was applied to stock
market anomaly defection by Tallboys et al. [20]. A real-
world dataset cohsisting of the daily trading volumes of
five companies identified by the SEC as illegal was
produced. Twohdecp-learning algorithms were used to
detect these afdomalies after being trained on two years of
average trading data. The previously mentioned LSTM
with Dynamic Thresholding TadGAN was also used.
TadGAN is an unsupervised anomaly detection approach
developed and presented by Geiger et al. [21] built on
Generative Adversarial Network (GAN) architecture,
with LSTM RNNs used as base generators and critic
models. Tallboys et al. [20] used these two deep learning
models to detect anomalies in the real-world dataset and
compared the results with the classical statistical approach
ARIMA. The results showed that ARIMA produced the
best results as measured by F1 score in four out of five
cases, with the LSTM with Dynamic Thresholding
approach being the better of the two deep learning

methods. This LSTM with a Dynamic Thresholding
approach proved particularly useful where the anomalies
present in a dataset are contextual/local.

Buda et al. [22] developed the IBM DeepAD
framework, which combines the predictions of state-of-
the-art deep learning models like LSTM with other
probabilistic and statistical models such as ARIMA and
Holt-Winters Exponential Smoothing. Each model is
trained and makes predictions of future data points
separately. After this, the model's predictions are
combined, with two different methods offeembination
trialled, one where an aggregate of all predictionsyis used
and one where the model with thefbest-perceived
performance is used solely. Finally, a dynangiesthreshold
determined based on the squared,erfor is used to declare
data points as anomaleusy or not. 4 DeepAD was
benchmarked against the EGADS framework developed
by Laptev et al. gf23]\and was found to generally
outperform EGADS as measured by early detection score,
precision, recall and El-score.

3. DATASET DESCRIPTION

The dataset used for the analysis presented in this
paper is the one proposed by Tallboys et al. [20]. The
dataset consists of daily trading volume relating to five
companies whose stock is publicly traded within the US
markets. Four companies were identified by the
researchers in publicly available documents released by the
SEC as having been suspected of being involved in market
manipulation. These documents include exact dates of the
anomalous trades as well as details such as dates of trade
suspensions. The fifth company included is the US retailer
GameStop.

In early 2021, GameStop stock was involved in a
widely publicised "short squeeze" (a phenomenon in
financial markets where a sharp rise in the price of an asset
forces traders who previously sold short to close out their
positions) [24] led by the Reddit community
r/wallstreetbets. For each company in the data set, a
period of anomalous trading behaviour was identified,
either from the publicly available SEC documentation or,
in the case of GameStop, decided by the researchers. Data
from the 24 months before the identified market
manipulation was included, as was data from the 12
months after the anomalous period. The described data
was publicly available and downloaded from the Yahoo!
Finance API using the finance Python library. Table 1
shows details of the identified periods of market
manipulation for each stock.

Figures 1-5 show the daily trading volumes for the
five stocks in the dataset, with the anomalous periods

highlighted.
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Table 1. Companies included in the dataset and anomaly details

Company name Stock ticker

Anomaly start Anomaly end Anomaly type

Aethlon Medical, Inc. aemd
Applied Biosciences Corp. appb
GameStop gme
No Borders, Inc. nbdr
Turbo Global Partners, Inc. trbo

22-Jan-20 07-Feb-20 Contextual
25-Mar-20 13-Apr-20 Point
11-Jan-21 29-Jan-21 Point
11-Mar-20 03-Apr-20 Point
30-Mar-20 09-Apr-20 Point

Daily trading volume for ‘aemd'
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Figure 4. Daily trading volume for 'nbdr'.
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Figure 5. Daily trading volume for "trbo’.

This paper is novel in that it is the fisst to use an
unsupervised approach by using Léng Shert-Term
Memory Generative Adversarial Networks (LSTM
GANs) and applying it to dailyferading volumé whose
stock is publicly traded.

4. METHODS
4.1. Overview of Developed. Methodology

A" visual representation of the developed
méthodologyfof this analysis is depicted in Figure 6 and
similar togthe approach taken by Buda et al. [22] when
developinghthe DeepAD framework; this methodology
consists of thrée main phases. The first phase involves the
generation of individual anomaly predictions by nine
différent models (three LSTM models, three ARIMA
models and three Exponential Smoothing models). The
second phase will concern the aggregation of the
predictions of these models with two different types of
aggregation trialled. The final phase of the analysis will
involve the ultimate detection of anomalies based on the
previously merged individual predictions. The relative
performance of the two merging systems, as well as the
performance of the individual models, will then be
compared and contrasted.

Data

LSTM LSTM LSTM ARIMA | ARIMA | ARIMA
ES1 ES2 ES3

1 2 3 1 2 3
Majority Vote Average Prediction

Y v
Anomaly Detection Anomaly Detection

Anomalies

Figure 6. Overview of methodology.
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4.2. Individual Models
LSTM with Dynamic Thresholding

This previously discussed approach was proposed by
Hundman et al. [19] and was proven to be useful in the
detection of real-world stock market manipulation by
Tallboys et al. [19]. This approach uses an LSTM to
generate predictions for future data points, followed by a
nonparametric, unsupervised approach to find an error
threshold to identify anomalies. LSTMs are a special kind
of Recurrent Neural Network (RNN) that are capable of
considering  both recent and more long-term
dependencies in data through the use of feedback
connections. These feedback connections allow LSTMs to
consider entire sequences of data, where each point is
considered not independently but rather as part of the
series of points that came before it, thus allowing the
LSTM to learn sequential patterns in the data. This ability
makes LSTMs incredibly useful when predicting future
sequences in highly complex temporal data. The threshold
used when determining a point to be anomalous or not
considers the smoothed errors from the LSTM
predictions and includes a pruning step that ensures only
the anomalies that cause the greatest fluctuations in the
mean and standard deviation of the smoothed errors are
flagged. The code used to implement this approach was
developed by the open-source machine-learning Python
library Orion [25]. Three LSTM models were leveraged
in this analysis, with the window size parameter being
varied for each one. This parameter controls the length of
the input sequence that the LSTM uses to prédictifuture
data points. LSTMs with window sizes of 250, 400 and
10 were trialled. The number of epoehs was' kept at a
constant value of 10 to keep the models‘computationally
cheap without much loss of accutacy, as models generally
converged around this ‘point or soon after. The default
batch size of 64 was jused. it all three.models.

ARIMA

ARIMA is 4 common tife’series forecasting model
that captutes the linear dependency of the future values
on the'previouspdata [26]. The working of an ARIMA
model can\bedindersto6d by breaking down its acronym.
"AR" stands for auto-regressive, which means that the
current or future values are correlated with values at
previous time steps. "I" stands for integrated, which allows
the model to handle non-stationary data by predicting the
differences of the series from one time step to the next
time step instead of the time series values themselves.
"MA" stands for moving average, which analyses the error
levels of previous predictions to make better predictions
for future points. Tallboys et al. [20] used ARIMA as a
benchmark for performance comparison with the two
deep learning methods trialled and found that ARIMA
was only outperformed in the case of one stock out of five.
Once again, the code used to implement this approach

was developed by the open-source machine-learning
Python library Orion [25].

Similar to the previously described LSTM model,
three ARIMA models were implemented with varying
window sizes. The trialled window sizes were set at 100,
250 and 400.

Exponential Smoothing

Exponential smoothing is one of the most popular
methods for smoothing discrete time series in order to
forecast the immediate future [27]. This is likely due to its
simplicity, low computational cost asfwell asgits good
general accuracy. Exponential smoothingfworks jon the
assumption that the most recent observationssifi a time
series data set have a more significant influence on the
forecast of future valuesgpthan thed more distant
observations. Exponential Smoothing™is a simple and
pragmatic approachgto fore€asting whereby the forecast is
constructed fromhan exponentially weighted average of
past obServations. The most enormous weight is given to
thedpresent observationywith less weight being given to
the “immediately preceding observation and even less
weight to the observation before that and so on. This
process leadsito the exponential decay of the influence of
a data point as it becomes more and more distant in the
pase [27-28]. A parameter known as the smoothing factor
is responsible for determining how quickly the influence
of a past point decays. As the smoothing factor increases
(to a maximum of 1), the forecast becomes more reactive
as points furcher in the past have a reduced influence. In
contrast, a low smoothing factor (minimum of 0) is more
highly influenced by distant points, which leads to a
smoother, less reactive forecast [29].

As with the other two models previously described,
three Exponential Smoothing models were implemented,
with the smoothing factor being varied between the three.
Smoothing factors of 0.025, 0.05 and 0.1 were used to
generate the model predictions.

For the Exponential Smoothing model to decide if a
point was anomalous, an upper and lower bound was
created that would fluctuate in line with the model's
predictions. If a real-world data point were above the
upper bound or below the lower bound, that point would
be classed as anomalous. In order to calculate the distance
of the upper and lower bounds from the model
prediction, Chebyshev's Inequality was leveraged. As the
distribution of the real-world data used in this analysis is
unknown, it was impossible to use the classic 68-95-99
rule (also known as the empirical rule), which only applies
to normally distributed data. Chebyshev's Inequality,
however, dictates that for a broad class of probability
distributions, no more than a certain fraction of values can
be more than a certain distance from the mean [22].
Kaban [30] showed that for a finite sample of N=500,

ISSN 2722-9645

Quinn et al. - Applied Research and Smart Technology (ARSTech) Vol. 4 No. 2 (2023)

57



95% of all points should lie within 4.5774 standard
deviations. Any point further than 4.5774 standard
deviations (plus the mean absolute error of the
predictions) was classed as anomalous.

4.3. Aggregation of Models

In a similar fashion to Buda et al. [22], the second
phase of the proposed method involves combining the
outputs of the nine previously mentioned individual
models. Two different methods of aggregation will be
trialled.

Majority Vote

This method is a majority voting ensemble and will
take a single vote from each of the nine individual models
for each data point in the time series as a Boolean variable.
The Boolean variable will denote the perceived status of
that point with '1', meaning that the point is considered
anomalous and '0', meaning the point is not considered
anomalous. The final prediction is then given by taking
the majority vote, ie., the class (anomalous or not
anomalous) that obtains the highest number of votes (the
most frequent vote) is passed as the final prediction [31].

Average Prediction

This method aims to implement ensemble averaging
by finding the mean average of the predicted values by
each individual for each data point in the time series. Foi
each timestep in the time series, the individual models will
produce a predicted value based on that individual model
type and the parameters used. The final predietiofef this
aggregation method will be the mean avérage of these
individual model predictions.

4.3. Identification of Anomalies

The final stage ofthe process involves the detection
of perceived anomalies ifigthe dataset/ The anomaly
detection process following each aggregation method will
differ due to the différent types of outputs.

Majority Vote

In the caseyof the majority voting ensemble model, a
point will, be declaredranomalous or not based on the
consensus of the individual models. If a majority (five or
more) of thexmodels return an anomalous verdict for a
given data point in the time series, then that point will be
declared anomalous.

Average Prediction

The procedure for deciding if a given data point in
the time series is anomalous or not in the case of the
ensemble averaging model will be similar to the procedure
discussed earlier when describing the Exponential
Smoothing model. The 68-95-99 rule cannot be used
because the darta distribution is unknown, so Chebyshev's
Inequality is used. Any data point in the time series that

is more than 4.5774 standard deviations (plus the mean
absolute error of the predictions) away from the average
prediction value will be declared anomalous.

5. RESULTS AND DISCUSSION

As in previous studies related to anomaly detection
[19-22], the basis for the calculation of evaluation metrics

is as follows:

- True Positive (TP) if a data point is predicted to be
anomalous and also falls withindthe real-world
identified anomaly window.

- False Positive (FP) if a data_p@iiit is predictéd to be
anomalous and does not fall withifinthe real-world
identified anomaly window:

- True Negative (TN) if a'dara p6intis predicted not
to be anomalous and does fot fall within the real-
world identified anomaly window.

- Fals&€Negative (FN) if a'data point is predicted not
fo be anomalous but does fall within the real-world
identified anomaly window.

These metrics will be used to calculate the principal
evaluation metrics for this analysis, those being Precision,
Recall and F1-Score. Precision is the ratio of true positives
(TP) to total positives, or in other words, how often a
model is correct when it makes a positive prediction.
Recall measures how well a model predicts true positives,
or in other words, what percentage of real-world positives
were correctly predicted by the model. The Orion library
computes the FlScore using the weighted segment
approach proposed by Alnegheimish et al. [32], which
works by first splitting the time series into multiple
sequences by the edges of the anomalous intervals. After
this, a confusion matrix is constructed, which makes a
segment-to-segment comparison and records true
positive, false positive, false negative, and true negative
accordingly, then weights each segment by its duration
[33]. This approach penalises the predictive model when
the detected window differs in any way from the real
anomalous window as opposed to an overlapping segment
approach, which grants a true positive if a real anomaly
falls anywhere in the detected window [20].

This section of the analysis will be broken down into
two subsections. Firstly, the performance of the individual
models on each of the five stocks involved in the dataset
will be evaluated and compared. F1-Score will be used as
the sole evaluation metric for the individual models. After
this, the success of each of the aggregation methods will
be evaluated and compared with both each other's and the
individual models'. Although F1-Score will be the
principal evaluation metric for the aggregation models,
Precision and Recall will also be used to explain the
differing performances of the two methods.
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5.1. Individual Models

Table 2 shows the performance of each individual
model, as measured by F1-Score when attempting to
detect anomalies in the five real-world datasets, as well as
the model's average score across all tests. The model which
performed best on the data for each stock is also

highlighted.

As was the case with the findings of Tallboys et al.
[20] the ARIMA models are seen to perform the best, with
an ARIMA-based model returning the highest F1-score
for four of the five stocks. When an average of the scores
for each model across the five stocks is taken, the three
highest-scoring models in terms of F1-Score are the three
ARIMA models implemented. The ARIMA models with
the window size parameter set to 100 and 400 performed
equally well, tying for the best overall individual model.
However, all of the ARIMA models failed to identify the
contextual anomaly present in the 'aemd’ dataset.

For the 'aemd' dataset, the only group of models
that detected the real-world contextual anomalous period
with any level of success were the three that leveraged
LSTM with Dynamic Thresholding. This is particularly
promising as this anomaly was not particularly large in
terms of volume when compared with other legitimate
fluctuations that coincided with FDA approvals [34] and
clinical trials [35] related to the company (Aethlon
Medical, Inc.). The flexibility of the LSTM models is

evidenced by the fact that the LSTM-based models with
window sizes 250 and 10 were the only models which
were able to detect the real-world contextual anomalous
period with any level of success across all five stocks
included in this analysis. In terms of overall average
performance, the LSTM with Dynamic Thresholding
model with window size parameter set at 10 performed
the best of the three, but only marginally.

All three of the Exponential Smoothing models, like
ARIMA, failed to identify the contextual anomalous
period within the 'aemd' data. This isgmnsurprising
because, as previously discussed, the dnomaleus,points
were at relatively low volumes compared o other points
in the dataset. The fact that the/anomaly deteetion limit
for this model type is based on a mulfiple'(4.5774) of the
standard deviation of the predicted values'means that any
large fluctuations in trading velume will serve to push the
boundaries further away and make detection of anomalies
of smaller amplifudes moreidifficult. When dealing with
the other four datasets, the Exponential Smoothing
models performed well but fell short of the performance

exhibited by the ARIMA models in all cases.

Figures 7-11 show the daily trading volume of each
of the five stocks overlayed with the predictions of the
best-performing  individual model (real anomaly
highlighted in green, predicted anomaly highlighted in
red).

Table 2. F1-Scores for each individual model and dataset.

Stock Name
Model
acmd appb gme nbdr trbo average
Istm_250 0.17 0.39 0.58 0.36 0.06 0.31
Istm_d00 0.29 0.32 0.26 0.69 0.00 0.31
Istm) 10 0.24 0.36 0.31 0.50 0.22 0.33
afima_100 0.00 0.51 0.65 0.93 0.63 0.54
arima_250 0.00 0.47 0.61 0.87 0.71 0.53
arima_400 0.00 0.48 0.62 0.85 0.77 0.54
ES_0.025 0.00 0.36 0.48 0.51 0.56 0.38
ES_0.05 0.00 0.30 0.48 0.47 0.56 0.36
ES_0.1 0.00 0.08 0.47 0.42 0.67 0.33
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Daily trading volume for 'aemd', Model=Istm_100
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Figure 7. LSTM with Dynamic Thresholding
(window size = 100) prediction for 'aemd’ dataset.

Daily trading volume for 'appb', Model=arima_100

140000

120000 {

| | / J
N J&J.,mu,N..\NJLL\MJJLM,JMHLW\‘LLAJLLJM.".,muldwlu UJJJ\L_J "LLL_M_.JM I

Timestamp

Figure 8. ARIMA (window size = 100) prediction for
'appb' dataset.
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Figure 9. ARIMA (window size = 100) prediction for
'gme’ dataset.
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Figure 10. ARIMA (window size = 100) prediction for
'nbdr’ dataset.
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Figure 11. ARIMAg(window size = 400) prediction for
"trbo’ dataSet.

5.24Aggregation of Models

Tablé 3 shows the performance results of the two
aggregation, models used and includes details of the
Precision, Recall and F1-Scores.

When comparing the performance of the two model
aggregation methods, it is immediately apparent that the
majority voting ensemble method has resulted in better
F1 scores in almost all cases. A higher average F1-Score
was achieved in four out of five cases, with the 'aemd’
dataset being the exception, as both models scored zero.
Whilst this level of performance is encouraging, it is noted
that the majority vote aggregation method only
outperformed the best individual model in one out of the
five tests, when the 'tbro' dataset was used (F1-
Score=0.80).

‘Table 3. Precision, Recall and F1-Scores for each aggregation model & dataset.

) Stock Name
Aggregation Measure
Rl aemd appb gme nbdr trbo Average

Precision 0 0.53 0.63 1 0.75 0.582

Vote Recall 0 0.4 0.48 0.5 0.86 0.448

F1-Score 0 0.46 0.54 0.67 0.8 0.494

Precision 0 0.63 0.75 1 0.79 0.634

Average Recall 0 0.25 0.29 0.23 0.79 0.312
F1-Score 0 0.36 0.41 0.51 0.79 0.414
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While the ensemble averaging aggregation method
also performed fairly well, it failed to beat the majority
voting ensemble method for any dataset in terms of F1-
Score. The reason for this can be seen in Table 3. The
ensemble averaging was actually found to have
outperformed the majority voting ensemble method in
terms of precision but fell far short when recall
measurements were compared. This means that although
the model predicts anomalies with a high degree of
confidence, it fails to do it often enough, which results in
a comparatively high number of false negatives. One
potential way to improve the recall value could be to
reduce the number of standard deviations away from the
average predicted value that a data point must be to be
considered anomalous. However, this could have negative
impacts on the precision score as more false positives are
likely to occur as well as the intended true positives.

The fact that neither of the two model aggregation
methods could correctly identify the anomalous window
in the 'aemd' dataset represents a significant limitation of
this study. That this is the case is unsurprising, as six of
the nine individual models that contributed to the
aggregation models could not identify the anomalous
window. This is an area that could potentially be
improved upon in further work, with one possibly viable
solution being that, in some instances, the number of
votes required to produce a positive (anomalous)
prediction from the voting ensemble method could be
reduced so as an absolute majority is not required, instead

using a lower threshold, e.g., 33%.

Overall, these results should beyviewed positivelygas
they have exceeded the benchmarks) set®in previous
literature [20], both in terms of the individual and
ensemble models. Models suéh as thesehcould be
reasonably seen to have Teal-world applications as warning
systems for financialiregulators suchyas the SEC. Models
such as these could be run dailyler weekly and produce a
list of companiés® potentially > guilty of market
manipulation. A“human analyst’could then analyse the
stock @mpmore detail, to identify whether there are
legitimate reasomisyfor the anomalous points.
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Figure 12. Majority Vote Aggregation Model
prediction for 'trbo’ dataset.

Figure 12 shows the daily trading volume of the
"trbo’ stock overlayed with the predictions of the majority
voting aggregation model, as it was the only aggregation

model to outperform all of the individual models on a
particular stock (real anomaly highlighted in green,
predicted anomaly highlighted in red).

4. CONCLUSION

This paper used the five real-world, labelled datasets
proposed by Tallboys et al. [20] and applied a mixture of
deep learning and more classical, statistical techniques to
detect anomalies in these datasets. Nine individual models,
consisting of three models based on LSTMswith Dynamic
Thresholding, three ARIMA models _andy, three
Exponential Smoothing models, were ‘used to generate
predictions of anomalies based gn daily tradingfvolumes.
The individual predictions of' thes€ models were then
aggregated, with two diffeféns, ensemble methods being
used, namely the majority veting,ensemble method and
the ensemble averaging aggregation method. While both
performed.well, the majorityivofing ensemble method was
considéred the, superior method in this study, with an
avefage F1-Score of 0:494, compared to an F1-Score of
0.414 for dhe ensemble averaging aggregation method.
This proves the real-world viability as well as the flexibility
of these modeéls. Both ensemble models and the individual
models developed surpassed the current benchmarks in
literature for this dataset. Unfortunately, six individuals
and “Poth aggregation models could not detect the
contextual anomaly in one of the datasets. This issue
should form the basis for future work, with methods
developed to identify contextual anomalies more readily,
especially those that do not deviate as drastically from the
mean prediction as other points in the same dataset.
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