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Abstract − Manual access control at campus gates often suffers from low operational efficiency, inconsistent record keeping,
and unnecessary physical contact. This paper presents the design and evaluation of an automated portal system that
integrates Ultra High Frequency (UHF) RFID identification, non-contact body temperature screening, and camera-based
documentation to support both security and post-pandemic hygiene requirements. The proposed system validates a vehicle
user by combining two conditions: a registered UHF RFID tag and a temperature threshold (37◦C). An Arduino Uno
executes the decision logic and controls portal actuation via a BTS7960 motor driver, while an ESP32-CAM captures
vehicle images. All events (RFID ID, temperature, timestamp, and images) are logged to a microSD card and key status
information is displayed on an LCD for on-site monitoring. System performance was characterized experimentally by
varying the tag-reader separation distance, the angular orientation between tag and antenna, and the presence of different
physical barriers placed in the propagation path. The results show reliable UHF tag detection up to 9 m across the tested
orientations, while detection consistently fails at 10 m, establishing 9 m as the effective operating range in unobstructed
conditions. Barrier tests indicate that the human body causes severe signal attenuation and prevents tag detection, whereas
plastic, glass, and cloth maintain readability up to 9 m with minimal degradation. In contrast, an iron plate significantly
reduces performance due to reflection and absorption at UHF frequencies, limiting reliable detection to 4 m. These findings
provide practical deployment guidance for automated campus portals, particularly in environments containing obstacles
and metallic structures.
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I. INTRODUCTION

IN modern times, manual control systems have been
transformed into automated systems with higher

operational efficiency and a more guaranteed level
of security by reducing human-dependent procedures
and enabling consistent access decisions through pro-
grammable logic [1, 2]. Access automation is widely
applied to toll gates, parking barriers, industrial en-
trances, and housing portals that were previously op-
erated manually. Manual operation requires security
officers to be on duty continuously, which increases
the risk of fatigue and can reduce supervision effective-
ness [3]. Therefore, technology-based access control
is considered a more efficient, safe, and reliable solu-
tion because it supports faster throughput, minimizes
human error, and enables systematic digital records for
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auditing and monitoring [4]. Several studies support
this general claim across different application contexts.
Gate barrier automation has been reported to minimize
human intervention, enhance reliability, and reduce
maintenance requirements [5]. An automated gate sys-
tem integrating license plate recognition, RFID, and
biometric mechanisms has also been reported to reduce
unauthorized access incidents and improve processing
times for authorized entries [6]. Smart gate automation
has been noted to reduce human effort and decrease hu-
man error while improving reliability [7]. In addition,
programmable logic controllers (PLCs) and automa-
tion have been reported to reduce human intervention
and increase flexibility in process control [8]. Despite
this support, the evidence base is still largely qualita-
tive. Among the cited works, the clearest performance-
oriented outcomes are reductions in unauthorized ac-
cess and improvements in processing time, whereas
detailed quantification of fatigue reduction, throughput
gains, and error-rate improvements is not consistently
reported across studies [6]. Therefore, the literature
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supports the premise that automation is beneficial, but
it also indicates the need for more controlled and com-
parative evaluations to strengthen empirical rigor.

Since the end of 2019, the world has faced the
COVID-19 pandemic caused by the SARS-CoV-2 virus
[9]. One common symptom associated with infection is
an increase in body temperature ≥ 38◦C, often accom-
panied by coughing and respiratory problems [9, 10].
This condition highlighted the importance of reducing
physical contact in public access points and encour-
aged the adoption of contactless screening systems in
educational institutions [11]. Accordingly, integrating
body temperature measurement into access control be-
comes a relevant approach to support health protocol
implementation by enabling early screening at entry
points without direct interaction between staff and visi-
tors [12].

Radio Frequency Identification (RFID) is an au-
tomatic identification technology that uses electromag-
netic waves to exchange data between a reader and
a tag [1, 13]. RFID has been widely adopted in ac-
cess rights management, transportation systems, asset
tracking, and Internet of Things (IoT) applications [14].
Compared with High Frequency (HF) RFID, Ultra High
Frequency (UHF) RFID offers longer reading distances,
which makes it more suitable for vehicle portal systems
and large-area monitoring [15, 16]. In practical por-
tal deployments, extended range can reduce the need
for precise vehicle stopping positions and can improve
traffic flow at busy campus entrances.

Previous studies have explored RFID-based por-
tal automation using microcontrollers. Mustofa [17]
designed an Arduino Mega-based parking portal sys-
tem integrated with a webcam and an infrared sensor
for vehicle documentation. Winerungan [18] devel-
oped a portal identification tool using an RFID Starter
Kit with a microcontroller as the control center. Syah-
putri [19] implemented an automatic barrier using an
RFID RC522 operating at 13.56 MHz and a photodi-
ode sensor as a vehicle detector. Although these works
demonstrate the feasibility of RFID-based portals, most
implementations rely on HF RFID, which typically pro-
vides a shorter reading range and may require closer
proximity between the tag and reader, limiting usability
for vehicle access scenarios.

However, the above studies still rely on HF RFID
with limited reading distance. Therefore, this study
proposes the design and construction of an automatic
portal using UHF RFID equipped with a non-contact
temperature sensor and a camera for security documen-
tation. The integration of UHF RFID with IoT-enabled
monitoring and camera-based evidence collection can
improve efficiency, security, and accuracy in vehicle

access supervision [20,21]. In addition, the non-contact
temperature sensor supports early symptom screening
in the campus environment [12, 22]. This integration
is intended to combine authentication, health screen-
ing, and digital documentation in a single workflow so
that access decisions are traceable and operationally
consistent.

With this system, monitoring of student, lec-
turer, and guest vehicles at Madura State Polytechnic
(POLTERA) can be performed digitally, efficiently, and
with proper documentation. The RFID-based automatic
access system can also enhance security and reduce de-
pendence on manual operation [23, 24]. In particular,
the availability of logged RFID IDs, timestamps, tem-
perature readings, and captured images enables post-
event verification and supports data-driven improve-
ments in access management policies.

Overall, this research contributes by integrating
UHF RFID technology, non-contact temperature sens-
ing, and camera-based documentation into a unified
automated portal system that addresses both security
and health needs. The system is evaluated through con-
trolled experiments that consider reading distance, tag
orientation, and obstacle materials, providing practi-
cal insights for deployment under real-world campus
conditions. With this approach, the designed system
is expected to improve reliability and monitoring ef-
fectiveness while supporting the implementation of a
digital-based smart campus.

II. RESEARCH METHODS

The method used in this study is to develop an auto-
matic portal system equipped with a temperature sensor
and UHF RFID. RFID serves as the access key, where
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Figure 1: Flowchart of the entry vehicle system.
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an RFID tag is used to provide an identification code
that is read by the RFID reader. The overall workflow
of the proposed system is summarized in Fig. 3.

The system is controlled using an Arduino Uno.
The temperature sensor used is the GY-906 MLX90614
Module Board, which measures the driver’s body tem-
perature when passing through the portal. The Arduino
Uno processes the RFID tag reading and the tempera-
ture measurement results, and then stores the recorded
data to a microSD card module. An infrared sensor
is used to detect whether a vehicle is present within
the portal area. If the infrared sensor does not detect
a vehicle, the portal barrier is commanded to close. A
16x2 LCD is used to display the RFID code and the
temperature measurement results. The BTS7960 mod-
ule functions as a motor driver that controls the DC
motor rotation and speed. The ESP32-CAM module
is used to capture images of drivers or vehicles for
documentation.

In conducting this research, several stages are per-
formed, including equipment design using software
tools, development of system flowcharts, and construc-
tion of block diagrams. The details of these processes
are described in the following subsections.

Inputs

1. UHF RFID Tag (card)
2. Infrared sensor (vehicle pres-
ence)
3. RTC (time stamp)

Processing & Controller

1. Arduino Uno decision logic
(ID validation + threshold rules)
2. Data formatting for logging

Outputs & Actuation

BTS7960 motor driver → DC
motor
portal open/close

Documentation & Logging

ESP32-CAM (vehicle photo),
microSD (RFID + temperature
+ image data),
LCD display, buzzer

Figure 2: Flowchart of the exit vehicle system.

i. System Flowcharts

The flowchart in this study is divided into two parts:
(1) the portal system for incoming vehicles and (2)
the portal system for outgoing vehicles. The incoming-
vehicle flowchart is shown in Fig. 1, while the outgoing-
vehicle flowchart is shown in Fig. 2.

Figure 1 describes the sequence when a vehicle
enters the portal. The process begins by powering on
the system, then the temperature sensor measures the
driver’s temperature. If the measured temperature is
≤ 37◦C and the UHF RFID card is registered, the portal
opens. Otherwise, if the RFID card is not registered or
the measured temperature is ≥ 37◦C, the portal remains
closed. After the access decision, the infrared sensor
monitors the vehicle’s position. If the measured dis-
tance is ≤ 70 cm (vehicle still detected near the portal),
the portal remains open; if the measured distance is
≥ 70 cm (vehicle has passed), the barrier is closed and
the process ends.

Figure 2 describes the sequence when a vehicle
exits the portal. The process begins when a UHF RFID
card is detected by the reader. If the RFID card is
recognized (registered), the system opens the portal

and the ESP32-CAM captures an image for documen-
tation. If the RFID card is not recognized, the portal
remains closed. After identification, the system reads
the infrared sensor to detect the vehicle’s position. If
the vehicle is detected at a distance of ≤ 70 cm, the
portal remains open. If the sensor reading is ≥ 70 cm,
indicating that the vehicle has passed through the por-
tal, the system closes the barrier and the process is
complete. With this workflow, the system functions as
automatic access control and provides digital records
for monitoring and security, as referenced in Fig. 2.

ii. Block Diagrams

This subsection explains the function of each system
block used in this study. A system must be designed
properly to ensure each block works according to its in-
tended role. The block diagram of the proposed system
is shown in Fig. 3.

As indicated in Fig. 3, the temperature sensor (GY-
906 MLX90614) measures the driver’s temperature
and supports access decisions. The infrared sensor
measures vehicle distance and serves as a trigger for
opening and closing the portal. The 16x2 LCD displays
system status and measured values. The UHF RFID
reader reads identification codes from UHF RFID cards.
The ESP32-CAM module captures images of vehicles
entering and leaving the portal. The BTS7960 motor
driver controls a 12 V DC motor to actuate the barrier
mechanism. The RTC module provides time informa-
tion for logging. The microSD card stores RFID IDs,
temperature measurements, timestamps, and captured
image data.

Microcontroller
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UHF RFID Reader

Camera

LCD

Driver Motor
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SD Card

Relay
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Figure 3: Block diagram of the proposed automated portal
system.

iii. Portal Design Tools and Rendering Features

This subsection presents the rendering results of the
portal design and the main features of the developed
system. The hardware rendering of the automated por-
tal is shown in Fig. 4. Based on this design, the system
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supports monitoring vehicles entering and leaving the
campus area, recording the number of vehicles, and log-
ging the entry and exit times for each registered access
event, as represented in Fig. 4.

Figure 4: Rendering design of the automated portal tool.

III. RESULTS AND DISCUSSION

This section presents the performance evaluation of the
integrated automatic portal system, including infrared
sensor testing, UHF RFID reading distance, angular
orientation, and the influence of physical barriers. The
evaluation results are summarized in Table 1 to Table 4,
and supported by Fig. 5 to Fig. 10.

Infrared sensor testing confirmed reliable vehi-
cle detection within the predefined threshold, ensuring
proper synchronization between identification and por-
tal actuation, as shown in Table 1. The UHF RFID
performance was evaluated through distance testing
from 1 to 10 meters with angular variations from 0◦ to
180◦. The results show that the RFID tag can be reliably
detected up to 9 meters, while detection fails at 10 me-
ters, establishing 9 meters as the effective operational
range under normal conditions (Table 2). Reading per-
formance was also influenced by angular alignment
between the tag and the antenna, as illustrated in Fig. 7.

Table 1: Infrared sensor testing results.

No Distance (cm) Read Portal Condition Portal Cross State

1 10 0 Active Open
2 20 0 Active Open
3 30 0 Active Open
4 40 0 Active Open
5 50 0 Active Open
6 60 0 Active Open
7 70 0 Active Open
8 75 1 Not Active Closed

Barrier testing was conducted using the human
body, plastic, glass, cloth, and iron plates. The human

body significantly attenuated the UHF signal, prevent-
ing tag detection (Fig. 8 and Table 3). Plastic, glass, and
cloth allowed readability up to 9 meters with minimal
attenuation (Fig. 9 and Table 4). Iron plates exhibited
the greatest impact due to reflection and absorption at
UHF frequencies, limiting reliable detection to 4 me-
ters (Fig. 10 and Table 5). Overall, system performance
is strongly influenced by distance, orientation, and the
electromagnetic properties of surrounding materials,
providing practical deployment guidance for environ-
ments containing obstacles and metallic objects.

(a) (b)

Figure 5: (a) Production of parking portal equipment and
(b) card reading distance measurement with the
UHF RFID reader.

i. Infrared Sensor Experiment

Experiments on the infrared sensor were conducted
to validate its role as a control input for portal-bar
actuation and to confirm the distance threshold used
for detecting vehicle passage. In the proposed system,
the infrared sensor functions as a proximity detector
that determines whether a vehicle is still within the
portal area. This information is required to synchronize
the opening and closing sequence so that the barrier
remains open while the vehicle is crossing and closes
automatically after the vehicle has cleared the gate.

The evaluation was performed by placing the vehi-
cle (or a representative object) at several distances from
the sensor and observing both the sensor output and the
resulting portal condition. The test results are summa-
rized in Table 1. When the measured distance ranged
from 10 cm to 70 cm, the sensor output remained in the
active state and the portal stayed open, indicating that
the system correctly interprets the vehicle as present
within the safety zone. At 75 cm, the sensor output
changed to not active and the portal was commanded to
close, which confirms that the configured threshold of
70 cm effectively separates the conditions of “vehicle
present” and “vehicle has passed.”

Overall, the results in Table 1 verify that the in-
frared sensor provides consistent detection within the
intended operating range and enables reliable portal
control logic. This behavior is important for prevent-
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ing premature closure during vehicle crossing and for
ensuring that the portal returns to the closed state after
the vehicle exits the detection region.

ii. UHF RFID Distance and Orientation Test

This subsection evaluates the reading capability of the
UHF RFID module by examining the relationship be-
tween tag-reader separation distance and tag orientation
relative to the reader antenna. These two parameters
are critical for portal applications because the vehicle
may approach the gate at different positions and angles,
which can affect the coupling between the reader an-
tenna field and the RFID tag. The experimental setup
used two perspectives: the distance between the RFID
tag card and the UHF RFID reader, and the angular ori-
entation between the front surface of the reader antenna
and the RFID card. Figure 5 presents the developed
parking portal prototype and the measurement activity
used to acquire distance-related data.

During the identification stage, the tag code values
detected by the UHF RFID reader were observed using
the Arduino IDE serial monitor to ensure that the reader
successfully decoded the tag’s unique identifier. An ex-
ample of the serial monitor output is shown in Fig. 6.
In this stage, two RFID tag cards were used for verifi-
cation; therefore, two distinct identification codes were
displayed, confirming that the system can discriminate
between different tags and that the decoding process is
stable under normal reading conditions.

Figure 6: Example display of RFID card data values read
by the UHF RFID reader in the serial monitor.

After confirming the identification output, a read-
ing distance test was conducted by increasing the sep-
aration distance from 1 m to 10 m in 1 m increments.
For each distance, the tag was tested under angular
variations between 0◦ and 180◦ to represent different
possible tag alignments during vehicle approach. The
experimental results are summarized in Table 2. As
shown in Table 2, the UHF RFID reader successfully
read the RFID tag from 1 m up to 9 m, while the tag

could not be detected at 10 m. Therefore, 9 m is con-
sidered the effective operating range for the tested con-
figuration under unobstructed conditions.

Table 2: Trial of reading distance of RFID tag card to UHF
RFID reader for angles 0◦ to 180◦.

No Distance (m) Status (0◦ to 180◦)

1 1 Read
2 2 Read
3 3 Read
4 4 Read
5 5 Read
6 6 Read
7 7 Read
8 8 Read
9 9 Read
10 10 Cannot be read

To illustrate the orientation parameter, Fig. 7
shows the angle configuration between the RFID tag
and the front surface of the UHF RFID reader antenna.
This factor is relevant because angular misalignment
can decrease effective antenna coupling and reduce the
power harvested by the passive tag, which may lead
to reduced readability especially near the maximum
range. The results in Table 2 indicate that the system
maintained readability across the tested angular range
up to 9 m, but failed at 10 m, suggesting that distance
remains the dominant limiting factor for the evaluated
setup while orientation becomes more critical near the
range boundary. These findings confirm that the pro-
posed UHF RFID configuration is suitable for portal
access scenarios that require extended reading distance,
while still requiring practical consideration of tag place-
ment and antenna alignment in real deployments.

iii. Reading Distance with Physical Barriers

This subsection discusses the influence of physical bar-
riers placed between the RFID tag card and the UHF

Figure 7: Card reading angle configuration relative to the
UHF RFID reader.
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RFID reader. Several obstacles were tested, including
the human body, plastic, glass, cloth, and iron plates.
The human body barrier setup is shown in Fig. 8, and
the experimental results are reported in Table 3. Based
on Table 3, tag detection failed for all tested reader dis-
tances (1 m to 10 m) when the human body was used
as a barrier, indicating strong UHF signal attenuation.

Figure 8: Barrier testing using the human body between the
RFID tag and the UHF RFID reader.

Table 3: Experiment of RFID tag reading against UHF
RFID reader with a human body barrier.

No Barrier distance to reader (m) Tag distance from barrier (m) Status

1 1 1 Cannot be read
2 2 1 Cannot be read
3 3 1 Cannot be read
4 4 1 Cannot be read
5 5 1 Cannot be read
6 6 1 Cannot be read
7 7 1 Cannot be read
8 8 1 Cannot be read
9 9 1 Cannot be read
10 10 1 Cannot be read

The second barrier experiment used plastic, glass,
and cloth materials, as shown in Fig. 9. The results
are summarized in Table 4. According to Table 4, the
RFID tag remained readable from 1 m to 9 m, while
detection failed at 10 m, indicating minimal attenuation
for these non-metallic barriers.

(a) (b) (c)

Figure 9: Barrier testing using (a) plastic, (b) glass, and (c)
cloth.

The third barrier experiment used an iron plate
barrier, as shown in Fig. 10. The results are presented
in Table 5. Based on Table 5, the RFID tag could be
read only up to 4 m, while detection failed beyond 4 m.
This reduction is consistent with the strong reflection

Table 4: Experiment of reading distance of RFID tag card
to UHF RFID reader using plastic, glass, and cloth
barriers.

No Barrier distance to reader (m) Tag distance from barrier (m) Status

1 1 1 Read
2 2 1 Read
3 3 1 Read
4 4 1 Read
5 5 1 Read
6 6 1 Read
7 7 1 Read
8 8 1 Read
9 9 1 Read
10 10 1 Cannot be read

and absorption behavior of metals at UHF frequencies.

Figure 10: Barrier testing using an iron plate between the
RFID tag and the UHF RFID reader.

Finally, the overall experimental results indicate
that the UHF RFID reader can detect tags up to 9 m
under normal conditions (Table 2), but the effective dis-
tance decreases significantly in the presence of metallic
barriers (Table 5). Moreover, human-body barriers
prevent tag detection entirely (Table 3). Therefore,
real-world deployment should consider antenna align-
ment (Fig. 7) and the electromagnetic properties of
surrounding obstacles (Fig. 8–Fig. 10) to ensure reli-
able operation.

IV. CONCLUSION

Based on the experimental results conducted in this
study, the performance characteristics of the integrated
UHF RFID-based automated portal system have been
evaluated in terms of reading distance, angular orien-

Table 5: Experiment of reading distance of RFID tag card
to UHF RFID reader using an iron plate barrier.

No Barrier distance to reader (m) Tag distance from barrier (m) Status

1 1 1 Read
2 2 1 Read
3 3 1 Read
4 4 1 Read
5 5 1 Cannot be read
6 6 1 Cannot be read
7 7 1 Cannot be read
8 8 1 Cannot be read
9 9 1 Cannot be read
10 10 1 Cannot be read
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tation, and the influence of different physical barri-
ers. The reading-distance experiment was repeated ten
times at incremental distances ranging from 1 m to
10 m, while the tag orientation was varied from 0◦ to
180◦ relative to the front surface of the RFID reader
antenna. The results confirm that the RFID tag card can
be detected and read reliably up to a maximum distance
of 9 m, as evidenced by the distance test outcomes in
Table 2. In contrast, the reader consistently failed to
detect the RFID tag at 10 m, indicating that 9 m repre-
sents the effective operational range under the tested
unobstructed conditions (Table 2). The angular config-
uration used in this experiment is illustrated in Fig. 7,
emphasizing that orientation is an important practical
factor because tag alignment can influence antenna cou-
pling, particularly near the maximum readable range.

In addition to unobstructed range characterization,
barrier experiments were carried out to examine sig-
nal propagation under realistic deployment conditions
where materials may exist between the reader and the
tag. The barrier tests, summarized in Table 3–Table 5,
used human-body obstruction, plastic, glass, cloth, and
iron plates, as shown in Fig. 8–Fig. 10. The findings
demonstrate that the human body causes severe atten-
uation of the UHF signal, resulting in the tag being
unreadable even within the effective distance range
(Table 3). This result highlights a key practical impli-
cation: tag placement should avoid direct blockage by
the driver’s body or other high-loss media. Conversely,
plastic, glass, and cloth barriers allow signal penetra-
tion with minimal attenuation, enabling the RFID tag
to remain readable up to 9 m, although detection fails
at 10 m (Table 4). These outcomes indicate that the pro-
posed system is suitable for common vehicle-related
materials and typical environmental obstructions en-
countered at campus entry points.

Notably, the iron-plate barrier produced the great-
est performance degradation. Due to reflection, absorp-
tion, and detuning effects associated with metal at UHF
frequencies, the RFID tag could only be read up to
4 m, while detection failed at distances from 5 m to
10 m (Table 5). This observation is important for real
deployment because metallic objects (e.g., steel gates,
vehicle body parts, nearby poles, or structural frames)
may reduce readability and should be considered during
antenna positioning and system installation.

Overall, the study confirms that UHF RFID portal
performance is strongly influenced by separation dis-
tance, tag orientation, and the electromagnetic proper-
ties of intervening materials. Therefore, this work pro-
vides practical guidance for implementing automated
portal systems in campus environments by identifying
an effective operating range (9 m), highlighting condi-

tions that severely degrade performance (human-body
and metal obstructions), and clarifying barrier materi-
als that do not significantly reduce readability (plastic,
glass, and cloth). Future work may focus on improving
robustness in challenging environments by optimizing
antenna placement and polarization, applying reflective
shielding or absorber-based mitigation near metallic
structures, increasing transmission power within reg-
ulatory limits, or incorporating signal processing and
multi-antenna diversity strategies to maintain reliable
identification under non-ideal alignment and obstacle
conditions.
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